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Nowadays, we are in ..
One of the important issues in ICT and Database is DB security which
is based on encryption!!
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Conventional cryptography skills

• AES and so on..
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Introduction to the Order Preserving Encryption (OPE)
<Most slides from a students JaeYeol Jeong, Korea University>

It is a symmetric encryption over the integers such that cipher-texts
preserve the numerical orders of the corresponding plain-texts.
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Introduction to the Order Preserving Encryption (OPE)

.

• In the conventional approach, all encrypted data should be
decrypted before searching→ Extremely time consuming

• Good point of OPE: extremely fast searching
• Bad point of OPE: Encryption is slightly slower and more

complicated and security can be relatively weaker .
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Introduction to the Order Preserving Encryption (OPE)

General DB (without encryption)
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Introduction to the Order Preserving Encryption (OPE)
<Conventional Encryption algorithms>

encryption
→ Encrypted DB via general encryption scheme

(AES or other algorithms)

.

• Unfortunately, we cannot do many useful operations in SQL
including searching, join and so on.
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Introduction to the Order Preserving Encryption (OPE)

Not ordered Ordered

(AES or other algorithms) (OPE based algorithms)

.

• Now we can efficiently search for data with the encrypted
database!
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References of Order Preserving Encryption (OPE)

• World War 1, One-part code
• R. Agrawal, J. Kiernan, R. Srikant, and Y. Xu, ’Order-preserving encryption for numeric

data’, SIGMOD 2004
• E. Shi, J. Bethencourt, T-H. H. Chan, D. Song and A. Perrig, ’Multi-dimensional range query

over encrypted data’, SSP 2007
• D. Boneh and B. Waters, ’Conjunctive, subset, and range queries on encrypted data’, TCC

2007
• A. Boldyreva, N. Chenette, L. Younho and A. O’Neill, ’Order-preserving Symmetric

Encryption’, Eurocrypt 2009
• A. Boldyreva, N. Chenette, and A. O’Neill, ’Order-preserving encryption revisited: Improved

security analysis and alternative solutions’, Crypto 2011
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Algorithms of Order Preserving Encryption (OPE)

Lazy sampling a Random Order-Preserving Function (step 1)
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Algorithms of Order Preserving Encryption (OPE)

Lazy sampling a Random Order-Preserving Function (step 2)
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Algorithms of Order Preserving Encryption (OPE)

Lazy sampling a Random Order-Preserving Function (step 3)
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Algorithms of Order Preserving Encryption (OPE)

Lazy sampling a Random Order-Preserving Function (step 4)
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Introduction to Format Preserving Encryption (FPE)
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Introduction to the Format Preserving Encryption
(FPE)

General DB (without encryption)
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Introduction to the Format Preserving Encryption
(FPE)
<Conventional Encryption algorithms>

encryption
→ Encrypted DB via general encryption scheme

(AES or other algorithms)

.
• Unfortunately, this encrypted data cannot be inserted in the DB. Why?
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Introduction to Format Preserving Encryption (FPE)
<Conventional Encryption algorithms>

.
• Because of inconsistent format in DB!
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Format Preserving Encryption (FPE)
Some simple idea??

• Integers (C): {000,001, · · · ,111} → {0,1, · · · ,8}
• Characters (C): This will be no problems.
• Float (C): how??

Problems: In this case, the encoded cipher-texts can be longer than
actual plain-texts.

.

• Simple approach: changing coding scheme!! (not perfect but
maybe useful!!)
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Conventional PBE
this subsection is made by a student HyunJu Jo, Korea University

.

Password Based Encryption.
an encryption structure based on user’s password
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Conventional PBE
problem : Low-min Entropy

.

Low-min Entropy.
People uses weak passwords such as ’Password’ or ’123456’.
People routinely choose poor passwords in real world.
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Brute Force Attack
1 Attacker Method

.

• Many result won’t be valid ASCII characters, so attacker can
choose message easily. He just choose look like English one.
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Brute Force Attack
2 Brute-Force Bound

When password P has min-entropy m.
Most likely password has probability q/cm

c = salting value, q = number of queries.

.

• m < 7 for passwords observed in a real-world.

• The security offered by conventional PBE is not enough.

• Existing countermeasures only ensure security for highentropy
password.
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Beyond the brute-force bound
1 Password Based Encryption

.

• Attacker cannot find real message from results, when M is an
uniformly distributed bit string.
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Honey Encryption(HE)
1 background : Related works

• In computer security, there are Decoys.
- Decoys for detecting attacker’s attack behavior.
- Honeypots, honeytokens, honey accounts.

• Kamoflauge system
• Deniable Encryption
• Format-preserving Encryption
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Honey Encryption(HE)
2 Scheme : encoder
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Honey Encryption(HE)
2 Scheme : decoder
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Honey Encryption(HE)
2 Scheme : wrong key decoding
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Honey Encryption(HE)
3 Honey Encryption is

• DTE = (Encode,Decode)

• Encoding is randomized.
- encode(m) is based on cumulative distribution function(CDF)
- m←M, S ← $encode(M), Return(M,S)

• Decoding is deterministic.
- S ← ${, }s, M ← decode(S), Return(M,S)
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Homomorphic Encryption(HE)

Don’t secure at all.

.

In worst cases, the service company may not be trust-able.
Then your all critical personal information will be exposed.
→ Homomorphic encryption is required
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Homomorphic Encryption(HE)

Now, it is secure. :-)
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Privacy Preserving Data analysis (1/2)

Regression
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Privacy Preserving Data analysis (1/2)

Classification
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Statistical coding scheme
[** Markov Process **]

Question! What is the next character after ’Databas’? Probably it will be ’e’.

(a) 1st order Markov chain (b) 2nd order Markov chain

Applications
• Texts: Natural Language Processing (NLP) and n-gram modeling
• Images: Real image has a neighbouring structure in color value
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Statistical coding scheme
[Structural Corpus]

texts images
...

Corpus DB

Building CorpusDB for structural coding systems
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First character at statistical coding scheme
the speaker is working at ...

p(X1 = ‘t ‘) =? Ax = {a, b, c, · · · , z}
p(X1 = j) = p1,j for j ∈ Ax and

∑
j∈Ax

p1,j = 1
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Other characters at statistical coding scheme
the speaker is working at ...

p(X3 = ‘e‘ | X2 = ‘h‘ and X1 = ‘t ‘) =?
Ax = {a, b, c, · · · , z}
p(X3 = j|X2 = ‘h‘ and X1 = ‘t ‘) = p3,j for j ∈ Ax and

∑
j∈Ax

p3,j = 1

t
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Statistical coding scheme
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Statistical coding scheme

Underlying plain-texts: ‘Deniable encryption‘
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Thank you for listening to my talk!

Contact me if you have any further queries
• E-mail: jiwon yoon@korea.ac.kr
• Lab site: https://sites.google.com/site/securesiplab/

.

• (Also, I am currently looking for potential Ph.D. and M.Sc.
students for privacy preserving data analysis topics.)
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