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Security Policy | Bonroval Logging Safe S0L Mewy SGIL WarkTime Senative Ohjects Sefting
09/05 20:13:33 ELDB_2H A W2 AHEFE MHE 2 HEH AL 2h 2013/09/05 20:13:33 ERDB_2HAM LIS ALEA MHE2 HT 210 M 2013/09/05 20:13:32 ERDE_2HM LHEAEA AHE 2 R 2D 2 2012
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search | @ Security Policy
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Ey5Erll HEEd
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R ERER=E
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- €3 Invalid token
- €3 Not Matched IP and Liser

L8]

- @ Login failed alert

- @ Long idle time session alert
- €3 Invalid Privilege alert

- @ Changed Application name

- @ Mon-privilege SQL

- tE; Additional Authentication Policy List
E3 OTP Authentication for DB Login

- @ Oradle Text SQL injection vulnera...

- €3 1P, MAC, Hostname spoofing det. .

- @ Chakra Max Audit Service(cgw_sf...
- @ Chakra Max Gateway Service(cg. ..
- @ Chakra Max Service(maxsvr) Sto...
- @ Chakra Max Service(rastracker) 5...
@ Chakra Max DB Service(mysgld) 5...
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Monitor Policy | 50“}‘" Report System

Database

2013/08/05 17:29:33 ELDE_1(DBMS)H M LHSALS I RICHE S 210 2 2013/07/22 16:06:42 EEDB_1H A Login failed alert 210 24l 2013/07/22 16:06:40 EEDB_10 M Login failed alert 210 24 2013/07/22 14:51:16 EEDB_2H A Login failed alert 210 24l 2013/0

[2013 sz 12 [+] (22 2020551 B 2E [20130 82 122 [+] [22 2020551 B THN 202 2MELICH e
Target System : ]DBMS, :]
) User © IP Address ) Application @ sQL

} ‘ [ ZiA J Advanced Search

0l P48 SA AMaH| 215k MOIZE(;")AE0| IHSELICH
35t 192.168.100.* 2+ 20| ALEIIEES T3 AM0| IFSELICH

Search operation was finished successfully. : 696 SQL ( 4.003%) Show Detail Pane Object Usage Analysis Execut
D Hostname | Terminal Client IP Application |Client Port |Server IP Server Port | Client Mac Address DB Sessio... | Serial# SQLType |SQL
7 EUX EUX 182, TOAD.EXE 43942 192, 1521 00:00:00:00:00:00 393 36817 DCL COMMIT
272 EUX EUX 192, TOAD.EXE 43942 192, 1521 00:00:00:00:00:00 393 36817 DL SAVEPOINT LOCK_QRY
273 EUX EUX 192, TOAD.EXE 43342 192, 1521 00:00:00:00:00:00 393 36817 Query SELECT *FROM "TPE_SDIV_ESTM_CMTM" WHERE 'ROWID" = :"OLD_ROW,
274 EUX EUX 192, TOAD.EXE 49942 192, 1521 00:00:00:00:00:00 393 36817 DML UPDATE "TPE_SDIV_ESTM_CMTM" SET "SECU_SIGN_DT" = :"SECU_SIGN_{
275 EUX EUX 192, TOAD.EXE 49942 192, 1521 00:00:00:00:00:00 393 36817 Query SELECT "ESTM_CMTE_ID" AS *_1", "SDIV_ID" AS *_2", "CMTM_ID" AS *_3"
‘ EUX EUX 192, TOAD.EXE 43942 192, 1521 00:00:00:00:00:00 393 36817 peL COMMIT
EUX EUX 192, TOAD.EXE 48942 192, 1521 00:00:00:00:00:00 393 36817 DCL COMMIT
HAZS-PC HASPc 192, DBANY.EXE 1791 192, 1521 00:00:00:00:00:00 0 0 PL/SQL BEGIN NULL; END;
EUX EUX 192, TOAD.EXE 49942 192, 1521 00:00:00:00:00:00 393 36817 Query SELECT GET_PRIT_CLSF_NM(SUBSTR(A.PRIT_CLSF_CODE,0,2)) AS PRIT |
EUX EUX 192, TOAD.EXE 43942 192, 1521 00:00:00:00:00:00 393 36817 Query SELECT GET_PRIT_CLSF_NM(SUBSTR(A.PRIT_CLSF_CODE,0,2)) AS PRIT.
EUX EUX 192, TOAD.EXE 49942 182, 1521 00:00:00:00:00:00 393 36817 Query SELECT GET_PRIT_CLSF_NM(SUBSTR(A.PRIT_CLSF_CODE,0,2)) AS PRIT
EUX EUX 192, TOAD.EXE 49942 192, 1521 00:00:00:00:00:00 393 36817 Query SELECT GET_PRIT_CLSF_NM(SUBSTR(A.PRIT_CLSF_CODE,0,2)) AS PRIT_
HHEPC HREPC 192, DBANY.EXE 1791 192, 1521 00:00:00:00:00:00 0 0 PL/SQL  BEGINNULL; END;
EUX EUX 192, TOAD.EXE 43942 192, 1521 00:00:00:00:00:00 393 36817 Query SELECT GET_PRIT_CLSF_NM(SUBSTR(A.PRIT_CLSF_CODE,0,2)) AS PRIT_
EUX EUX 192, TOAD.EXE 49942 192, 1521 00:00:00:00:00:00 393 36817 Query SELECT GET_PRIT_CLSF_NM(SUBSTR(A.PRIT_CLSF_CODE,0,2)) AS PRIT |
EUX EUX 192, TOAD.EXE 49942 192, 1521 :00: 393 36817 Query SELECT GET_PRIT_CLSF_NM(SUBSTR(A.PRIT_CLSF_CODE,0,2)) AS PRIT.
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1] 2187

FM2] BHE | Master |

ST 2013 8 122 oa | es | oe | 3-8 7]~ [a0i3-08-12 ][ o] | S E

NAE 2T J L |IP | UserlD | DBMare | Table | Dwner | Caluron | Command | Result | Result V., [ HIZ
B2, 2013081 2080001 127.0.0.1 KETEP.U.. KETEP.DB KETEP_TB KETEP.OW MNORMAL  Sync Con.. 82 AlE O

7|2 2] szaualznauum 127.0.0,1 KETEPU,, KETEP_DB KETEP_TE KETEP_OW NORMAL  Sync Con., SEHZ [
By 2013081 2080007 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TE KETEP.OW MNORMAL  SyncCon.. 8 AE D

223 || 0030812000007 127,001 KETEP.. KETEP.DB KETEP_TB KETEP.OW NORMAL  SyncCon.. 2 A2 0
By 2013081 2080517 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TB KETEP.OW MNORMAL  SyncCon.. R AE 0
B | Bay20130812080517 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TB KETEP_OW MNORMAL  SyncCon.. R AZ
By 2013081 2080750 192, KETEP_U.. KETEP.DE KETEP_TB KETEP.OW PATTERM7 SyncCon.. 8= AE 0
Bay 201 3081 2080750 192 KETEP_L.. KETEP.DE KETEP_TE KETEP.OW PATTERM7 SyncCon.. R AZ
By 20130812080916 192 KETEP_U.. KETEP.DE KETEP_TE KETEP_OW PATTERM? SyncCon.. R AE D
By 201 30812080916 19 . KETEP.U.. KETEP.DE KETEP_TB KETEP.OW PATTERN? SyncCon. 8= AZ
B2, 2013081 2080926 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TE KETEP.OW MORMAL  SyncCon.. 2 AE D
By 2013081 2080926 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TE KETEP.OW MNORMAL  SyncCon.. R AZ
By 2013081 2080927 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TB KETEP.OW MNORMAL  SyncCon.. R AE 0
By 2013081 2080927 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TE KETEP.OW MORMAL  Sync Con. 2 AZ D
By 201 30812051404 127.0.0,1 KETEP_U.. KETEP.DE KETEP_TE KETEP_OW MNORMAL  SyncCon.. 8 A D
By 201 30812081404 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TE KETEP.OW MNORMAL  SyncCon.. R AZ
By 201 30812081406 127.0.0,1 KETEP_U.. KETEP.DE KETEP_TE KETEP.OW MORMAL  SyncCon.. 2= AZ D
By 201 30812051406 127.0.0,1 KETEP.U.. KETEP.DE KETEP_TE KETEP_OW MNORMAL  SyncCon.. R AZ
B 20130812081406 128001 KETEP_U.. KETEP.DB KETEP.TH KETEP.OW MORMAL  Svnc Con.. S AME 0
4 {14
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[ Secuve TOS Manager @ 2o EX & /usr/sbin/halt deny_shutdown none 0 Ne  Deny system shutdown
@} ketepdb1(192. B P A2z mE & /usr/sbin/reboot deny_shutdown none 0 Ne  Deny system shutdown
.} ketepdb2(192. n & Aty 2L EY 8 /usr/sbin/shutdown deny_shutdown none 0 No Deny system shutdown
& Az =g S8 /usr/sbin/init deny_shutdown none 0 Ne Deny system shutdown
B @ AAE Z2F0 8 /usr/sbin/fasthalt deny_shutdown none 0 No Deny system shutdown
o o & /usr/sbin/fastboot deny_shutdown nene 0 No Deny system shutdown
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