~OHEdRY A2t HSH

2003 06 18

AROIO|ZE
QUX|LIOf 2 MIE} B
°EIAI-[

& =5d lvoondark@secui.com)
1L COM = CISA/CISSP



il







02

SHAEZERIE), 2) AHIA I}

x

=S H=5MTHOIA 6AMITHZ Hatolte UHE S0 U2, 1) o Z I 2l T
sSd0l tet 728 St3) mllEHE 252 = S22 & Mot &

Command =&H0fl 2|8t 52! ProgrammingOil 2| 8t o1&

093

Password File Permission Sniffin Buffer P2P messenger
=&Y == (setuid) 9 Overflow Attack
Worm
Password Configuration Sooofin Format Wireless
s =5 Error pooiing String / Attack
Environment DoS R /étributed Advanced
Variable Error / DoS Kernel Backdoor
Scanning Web Attack oB
Attack
Kernel
Application Backdoor -
Backdoor '
Virus > quow
Trojan




a45J182 LS8!

b AAE N HERAIO CHet XA 0l S8t AFEEH0| Dts3iE of 2
Daemon Tool )2 S &2 Z LBHoIOZ JX| &AL 1) U1,
=t 4Ol oHZ DI 0l AtetXI 2 MZ22 o2 I8 0l S&ot= JHE 0] Ot:l, Bt HS a2 I 0l &XHot=
JI20l Ol E et &H 2 X AIZI FEfSl o2 D8 &L=,

= 0]

010 AIAE U UIERT ol 312101 20] 27 Z0]

=
-
OH
fol
il
@
Q
Q
=3
Q
(;)h.
o

Informational Warfare
Hacking, Password Gracking
Malicious Software, Virus
Trojan horses, Worm, Hoax, Logic hombh
Social Engineering, Disaster
Network Analysis, Eavesdropping

Traffic Analysis, Brute-force Attack
Masquerading, Packet Replay,
Message Modification
Unauthorized Access
Denial of Service
Dial-in penetration attack(war dialing)
Email homh, Spam mail, Email Spoofing




IS0l LISt HE St

= O BH2U0| BIIIE K| L= HESYT - A|AEIO2 X050 TI0|E{Q Bx| HXJF 20|91 K| o
= d

n S = o| 3 o A
A A= UHERZA - AIAEIC JIs= 0HHIAIA MBIA XX | S Jtot= SEi2 &

(01l 1.25Q1 E1 40 CH &)

I:' /o (=)

SOIAABRY - B2 - 38 - S4) WOl B BOIT0 | Eshs BT FAIZHR 010 CHE
- D —

Liof 2

ir
B
b
4>
w0
1
4>
5
0
|




2L 12ty Y
(ISP)

ADSL JHIR [SEEPE> JIPAER ibc

My =A SR =l = A

ORA
=2
o

iC

|§E =2

|
1=}
r=
[l

ral=s

Bl BHOl A2 =

el HA L

21|

g | CEY ComE ©He

A= MOl =4
[ AssciZ M E, 1940 B0, O=ASOHEE | 2003-06-25 17:04

4
HL

d
=
e



Next Toplé

1.25 °|E1'-'" E* Re\new

= SQL Slammer Worm I[IUHII“'

- = 1.25 HEQ] TAAS

m 1.25 HEAl = LHILOH =0 A0l
=] SQL Slammer WormQ| StA =5
m 1.25 (O] W&



=
=|
=
o
=
©
=
=
©
7z
)
(-
o)

e . R AR E






1.20 HEAl U ILOH=0H &9

¢ HAH IP EE & I 2€ZE IPFAE 0.6%(2F6HE),LE ETZ AIEE
= ZEPDHAE IPE 6.2%= N2otH, 2582z =dif 2 SZ 2! S
93.2%J)F =2l= £ 0 ol 2=2XAE2 3= a0 £d

(AHE, AIE)

IP(ZJH) | 26,208 | 1,240,314 | 95,166 | 29,396 | 605.552 | 1,857,257
HIE(%) | 0.6 28.9 2.2 0.7 14.1 43.2
@ CAIDA R_elease ( F!EB _4) _ South Korea 12%
By passively monitoring traffic, Unknown 7%
Globally, the Slammer Worm Urited Stafes 43% .
attacked 75,000 systems. *— Canada 3%
" Australia 2%
Some 8,800 Korean System Qumed Kingdom 2%
: Japan 2%
were affeocted, accounting Other 18%  \ R e
for 1 1 82 /0 Of the SyStemS Distribution of machines infected by the Sapphire/Slammer

WOTTT.

attacked globally. (Crodt: CAIDAISDSUGSD, GaitBambey




SOL Slammer WormQ| =&k =%

© 10=2H0ll &M Al A 75,000CH R
Ol&IS] EXREEH &S 5
a0 A
3200l A AA 1P X P V\J\J
Scanning Jts I
¢ > 55,000,000 IPs/s %4”
'= 30 1
© 0§ 8.5=0ICt Z2AXS
2HH A =HE N
0 - T T T . T T . . T
e lLocal @ ZEAIZF< 1 : Lo . :

Minutes After the Initial Outbreak







|01 JF &L

O O
= —

)

ot= E0l

F

N
=

» 0 0ld Lis=

SLCH

HA

2F A O
= "1



K

7o)

2

= E4JHS] CCTV 0|t ?

Al, Traffic Shaping, Session Shaping 7|

» AP &

®» Unknown

e Q7

=l
=/

LIIEE HA

Ql
~

o0

-l

no
i0J

Oh &

=l
—

» = A Trafficdt Sc

AbAl L
0120l Patch &IEt,

=
—

@ Anti—Virus :

s 2+

HE S O

=
o

=)

» X

wl
e g



2 HSHH 7= 2e

o
(&)
=
[
1S
E|
RO
>

T

HL

o HAWUGES & ANZAl HAH 5 2R
ﬂ o5 IDS= ESHH{OFE (HA U 2X0| FEtEt ROIA ZRSH 2 OHRH| 0l CH
0 HENNAE RAS XD DUS 5|20k B X BEHO| SIHSEHD
THEHE RRIE QU0 RO UMS 22RO XIEHE £ QUCH
@ SHXIOHEH =0 AHIAQ I R KIQl JIRAS 2|8t 260k 5H0
@ CH0l AFXHOI TIsHOt A G = SIB 0l SAl 12 2 Y= HHE
24040} BHCH.
O O|SI5H MU0l AOIEH 2210l CHE 21O JHE I LA K| &S S A
DAIIID KO 2AFS KISAIIID| S8t E2Z 2 (Blocking Sensor)2
\ e

ferer 4

Bl S XAl Blocking)

A& Al &
2 BEAHA



1.20 HEO| 1l & ye=g3 299 1xx =x 2 =

0 UERZ & NS L8 =HE &

@ Local & — |SPY — =ZI}D|12H & —» Zf Lo 29
T0/=4! Ulolf =ta X0 2R

» Default Routing 220 CH&t Traffic 24t L O=&EE (& ~E

» 8=HQ AIBXE 278 DNSAHH S 2 NG E24 X ~F
% =2 Domain2| &Ml £ HZE Al ONSSE XA &g 2R

@ Log &2 MH &yl 2R




alf == B e [ I e i Eamr, B
;-2.-1":"-":' i 4 ﬁrﬂiﬂl‘ =

"n“'r :

Next Toplc

A OF

el M N i, [
e Lo

Il

LIS 2TH

ME &
ﬂ” =] Computer WormOIEf -'?—%ﬂ?l?
= 94 WormO| &St}

. E X2V EUYE T2 Worms

(e , 27150 Worme Z010t= 018
: é«@gﬁié = Worm0l edl= 2 S8 US
' $,\ """ ® Wormo| MEist 4 Ql= SHArUl
| | (m] SAEIE SAM



Computer WormOl|& 2021 )13

o At SHE UEHIA E=2 )8

» CﬂDZIB—IHE.I 2 =2 EI—IOE ilOtI—i A

oo =2 - T 1 — O M

o 2YUE NHESO0 E 02 NHE 22

e 3N SAHH
s 22 22 2H Zu
o SE YA BHIC I
o Hioh AIZEILH BAIE A8y

0 = BHO0I= Az ML
®

Autonomous worms




o WormO| 182!

e
\d
*
"

© AIEO0| tHSg = Ue A2 =20
e Code Red CA3AIZHEHOI & AIH 2 S
e SQL Slammer Worm : 10=2H0|| & Ml H 2
e J=2M0 et E0IEX O WFE Worm =8 Jis

_

© WormsOll= O #I=8t Payload LHE
¢ DDOS (Distributed Denial of Service) .oa000

Code Red HWorm — infected hosts

Attacks smppEE ¢
. E 2aaaEa
® Internet scale espionage [
¢ Data corruption i coo06a -
. o 158@@pa |
¢ BIOS reflashing T eonma L
SaaEE -

a 1 | |

HE: EE BE:EA 1688 HE: EE
BF 19 time CUTCH B-~2a

Graph from David Moore's analysis (caida.or:



ANkl S8R E =8 WormS

Worm | EH & = 1| oH J|El
. . zl =2 XIs& Worm
Morris 1988 | Topological 6000 01241 X| Z|OtR D2O|R I
Code Red | 2001 Scanning ~300,000 |[XH==2ZHE MNLISZSEE L3
CRClean | 2001 Passive none Anti-Code-Red worm.
_ Scanning Local subnet scanning.
~200,000 _ _
Nimda 2001 Others ’ HedJtXl JlssS 84822 X ¥
Scalper 2002 Scanning <10,000 |FHE AR 1080 =&
Slapper 2002 Scanning 13,000 | Scalper Codel| B &
Sapphire . 10=CHOIl M Al H & L}
>75,000 _
(Slammer) 2003 Scanning ’ JHE e MISEE A




e MII DEDI HEYF
& T2+ M1}

e PayloadUWlll= & Ut)| s 1t

12

& 2A = 102l
122 Jl=2= 1 0|0
Smart attackerct™d Y
¢ OF& Al & Al K]

[

o
L ]
]

=8 J|=(Scalper)
| Worm Ml & D=

=




WormO] &2l £ &84 U

0 =LQUA I AIZAFE
@ Slammer WormE J|&=
0 =

st YEST T2 IA0ILL SSHH
|/ OFAIAEI0] 20,000CH 01 AH0IS! B AIH B4IHs

=]
—
o

bl

(@)

TT

=
AN S

® Windows 29 HIMILL D2 Z2 a0 F2AXM(CIFSS) 50,000,000 0 At

® P2P T Z )& (eDonkey, WinMX, KaZaA, A2lHICIS) 5,000,000 0] &

® Web Server & Service Program 3,000,000 O] &t
® J|E} Game Server & SEZ2 ] 20,000 O] &¢

Home
Machines

Corporate
Intranet

e
Y The Internet 5 5 [I
N\
E N\ N\

B Game Servers, Halflife: 20,000

m Web Servers, IIS/Apache: 3,000,000
/\ mP2P, KaZaA: >5,000,000
mFile Sharing, CIFS: 50,000,000?

Webservers




WormoO|l M8& = U= SAMZE

@ Scannin

EH
e JtE %“a”ﬁ, 8PIIEF ZX) =3

oy
)
=
Q
S
|'0||
Ji0
H
[z
L

© Metaserver : 28 AMAHEEH =& List =&
e WIS, ApplicationOf &&H

© Hitlist & Flash : AIME HIZE=E Z2A s
e IS, AMMN SELED|IZ2F ER

© Topological : ZEANHE BEH BH2A=H
e WS, Application =&

© 0 &1 =28= Worm =8 Jis Target Selection
Network Stealth




Code Fed Horm - infected hosts

Dt prEy DA B
=| = 350600
e Random AddressE F & |
o GHY ABIDF Fot5He 2
D 2peeEs -
= ) = 7 158088 -
2E0| S 2HeHE
e HEE22 2Dt gt EH /US SpoRD -
aaa:aa BEIGE  16:A0  B@:6E
_+_E (K) jazl él él‘g A7~19 time (LT A7/2a
—/ —/

e Rate of scanning
¢ Number of vulnerable machines K=
e Size of address space

Scan Rate * Vuln Machines
Address Space Size

20| 2 012 DG4 2
et =3

e 0|0] =3& A0l




=t S8 =2 - scanning Worms

@ Local subnet scanning
e localAlF2 FAAHE RH =&
e Code Red I, Nimda
e Firewal 1S9 Xt DA
© More Populated Addresses & ==
® scalper & slapper

e Scan over-head= =&
@ |P Class &% Scanning(/24s) /e
e Scalper & Slapper

e Routing-related CostE =<

@ Bandwidth—-I|imited scanner
e SQL Slammer
e Scanning == HI=2H &




24 S8 =2 - Bandwidth Limited Scanning

© Code Red2| Scan&~2 Latency-limited &4

e Thread &% : SYN Packet= Random =A== 2 LI Responselt
Timeout= J|CHH

e Code Red Scanning =& : ~6 scans/second .*
& 1I|oll X[<SO0| 281 It LI H 4020 &K

© Slammer2l BS Bandwidth-limited &4l

O /M

e UDP MH3!AFE (Connetion Overhead A 38) —
e 1 Mo bandwidth — 280 scans/second K»C
¢ 100 Mb bandwidth — 28,000 scans/second

A

2 Size2 HIZ= TCP Worme HSLXEL Slammer2f &2
SE2 FMIE 4 US
— A O .

SYN IHZ!= Line Speed= 2 LHLD
e ACK I3!S CHE Thread)t XElot==E & &




SIAL Orth =AM

o . — - Metaserver Worms
o Ml 3X2o MHEEE ZA=2= 2F [Mtw}
e Games MH 0l HE dUA E=+E
o ZMOX Ol=Z: WebAMEH=2 82 =& Server A Server
e Windows Active Directory: Network :
Neighborhood &8 £& :
Server : Server
© 0] BtHO| &0l O|R ;
o Active® AIHIOI CHE HEAE JIs Serverf/ i ¢Server
o 21210 AAAIAEQ HEAZ (Y S P
¢ Divide-and-Conquer M2t E& e ¢ e
© OI&IIAl ALK = E2 [\
. — —
: / — No Acceleration /
= / — Metaserver Acceleration /

Percen cte

N A @ @
o o o o o o
2 R ® R R =R
- \\

Time (Hours)




(=]
il

©

Percent Infected

A 9rtH = A1 _ Hitlisting & Flash Worms
Horst NHES TARIAES I SAAR
e divide—and-conquer =23&¢2f : 0(Ig(n)) time
e Scanning Worm&LCH &4 WE =22 Jis
O 12 0|2t AL (Flash Worm)

e & AHE BS s2AH0ol=
H IS

2
e Hitlist= 28otH & 2= Bl

80% | /_ /
60% no hitlist
40% / 5000 machine hitlist /

20% / /
0% ‘(/ ‘ ‘ /

0 1 2 3 4 5 6

Time (Hours)




NMEes2 283 s2E 249 M WOl
e 222 AW LH DISKL} Cache252EH URLA

e Mail =425 0|

T 4L/ (e

e UNIX2| Hosts, .ssh Il¥ S 0|

HE=22] Mail WormOlA LIEHE

e X220 =d&ol= Mail Worms& &M Ns

Ja
o
T
T
4

Ol= EI=2 Worm@l Morris wormlA AlS
e _] YAl Scanning &&= ot)|0l= AtE0ol= Address SpaceJt
He Houg




= g
v — - Passive Worms

AAZ ZSHOHAl &) EventE JILHE
® CRclean: Anti-CodeRed Il Worm

¢ Wait for Code Red, respond with counterattack
e Nimda: Trojan web-pageE Sol 2 AIEA & &

Stealth =&80| FIHE
e Scannig &0 SUHA &
F

S=it=s Soll & Xojore
e Normal ServiceE 0|22& B

Al A2 =ts




i [l Y W - S gl sl N
TUT Ak =

Next Topic

(m] [u] [w] [m]

(]

QU ST (S wor

2131 OHOL & SOl Edmo| 9N
SOl QU S oI i
KIS oHEl EHXI, 2 A1, (S AIA S TS

=0 EdiT =9 Al UEHU= 01



= ) - = N = = O : 5 o
. Ol AFEXE A | 1. 22 23XL 22 2FXE Mo XIS : e ol CIXE 2g ol
ol= SIAMU UHE <=8 = gl= HELOHU=E BER
3 ss8Z2 )| 2. EF T2 FHAANZ2 . Port Xttt
Worm& 2 FEAME 012 ol=2st2e2 S4l PortIt I R =2
il == AAZ 2 A NI} L US . Contents
g 8ol 24 3. OtXIQF HEEE (Ex:80/tcp) S Filtering
Ol8dls 3Rk ¢S
4. AENXN EAIZE AR
Hd Xgo Aes 1. 6 X9 2Z5HNH U= OoHXS @ S AED|stte=z
F{ oSt A|AEIS AIA ANAEHOZEH 2 SN L BRA tHegelt
ol o2& 2. DY E & = oLt
DDOSZ&A 2AT2)3S A E3 MHU UERIZE & o @ =3 . Traffic Shaping
=1 FAXFHo=Z O=2 582 EXXJF ¥
steiol 3 AHulALt S US . Session Shaping
UEKIE S35
. S48 A 2Y 1. 22 g2A7L XK FHE COoiXIe - B A 2 EXE
ol= AIAEIN 2o E g €4 A2 | 2= &4 = SOorEH| AX)
A AE 512 ol SXH2=2 g2 2 d=A 018
SIEDX %= 0| | 2. Traffic OJAS9 AFI} gio oI R =28
L T2 08 43 82 2XJ oS (et 2oH)
AHAEQl M= 0| 1. HI0lelA= UWERIE AAR2 oK< @ 2g9my . Virus Wall
8= O|25tA o2 HEKAI £ MEdl= 2E PC
HHO| 24 A E3& 0l J| 480 AN Xl £t Lt AlAE . AIAE 2 jol
— Olsdte 944 T2 2. 21250 Wormdt Z&= Worm PCOJl Virus B4l

Virus &8

T8 4X




IR 70l EdS KM S&

© Bug®= T2 HIE(?)
e Buge &4t ZTHJs(Stack Overflows £)
e PatchJt JHE LA HES| LA XS

@ Firewall, IDS, Anti-Virus & Xl (?)
o L0l HEZ 0|2l =g U=
» %I-B:II'I' oo xlOl:I-|o OlE |.F 2310' O

Fo
LS T TIMh o= L <o (=]

LS

o s XA 2 XS0l =& (Automatic Responses)
e Slammer Worm& AIEH0| CHE06HD|0l= HE HWH2LCT.

Ol
e LHEANN 2 S9s 2t =]

ST/ o —

1L
=22

N 30 m

e @® @ U
HU Y o




ASerE A, =5, WS Al2&8 S8

© Automated Detection: S o ECHE
e S0l ENEO SMHE & KFIHHE A
o S0l Epimio MOIAZ EFX
o N|EAE HEZAO0| OfL|2F ISP, =Z2JpJ|2H2 1) H=

-/ T =

-

© Automated Analysis:
e (M BIEHO=Z ANIIE
e HHSt MHIAS FHAUAEZS Target2 =2 ot=It?
o O{[HEH AAESO StJF?(Signature EXXI)
e HU HUIJ} UIHE /A=01? = F20

10 oA 1r

=

© Automated Response: &&F XtEH & =4




w0l =diE ST LHEHU= 0I5 7S

o

@

Scanning O|&gtaAl

e Connection @70 CHE Reject, REIS 1
e ({EZ2 & CiXet [P CHHEO| W= H L

Metaserver O|&&tAl

e Connection RAO0| i HOHE

e MHOIIN AtEoEAl Z= Querylt &4
e Qutgoing Connection0] ZEZXoZ

Hitlists O|=&tAl
e Qutgoing Connection0| ZE&2XOZ =)te

Topological & EH
e Qutgoing ConnectionO| sSYXMOZ SItet




o
LH0

ol
KU

zll
1|
OF

ofi

DPQEUH Ol

ol
“__A.r_.
10J

o:

A 20

= 840
o ALMOIl 24 XX

Worm

o

o+




WS Al thS0HOF OrLid

@ Network Level2| Detector/Responder &=

e s, WWls BAI & 20HEH 22

¢Flexible, Fast and Reasonably Low cost
¢ S0l ECHEIC EMAZsS Z0OS MZ22 2 (|

o =2 oy W

¢ 185 (GigabitOla) & CHIs =& B2

T o 2

o XIS ZAIRIAIN OFLl MARAIRHZ =

|

s M

F

]

.

@ Multi Layered =& Z2A HH =

o R0l Ecimo HESHES Oldiotn EHAX &
NS 20l Jbsst &Yl 2 HAH 75




s

Such unique solutions are provided only
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